
Zero Trust Approach
THE CHALLENGE
The goal of any cybersecurity and access control model is to prevent unauthorized access to systems and their
associated data and services. However, one of the more prevalent network security models, the classic perimeter
defense-in-depth approach, has repeatedly been shown to be ineffective against evolved and more elusive
adversaries. Through compromising privileged software, authorized accounts, and malicious insiders, these new
adversaries have exploited the primary weakness of the perimeter defense strategy: implicit trust once inside the
environment. Moreover, existing cyber defense tools tend to be stovepiped in nature and lack a comprehensive
application of authorization and loss prevention policies.

THE SOLUTION
Zero Trust is the term for an evolving set of
cybersecurity paradigms that move defenses from
static, network-based perimeters to focus on data,
assets, applications, and services (DAAS). Zero Trust
assumes there is no implicit trust granted to assets or
user accounts based solely on their physical or
network location (i.e., local area networks versus the
Internet) or based on asset ownership (enterprise or
personally owned).

Criterion’s Zero Trust Approach assumes that an
attacker is ever present within an environment. As
such, our approach is an enterprise reference
architecture that is based on drastically reducing the
size of implicit trust zones while adding granular
access rules and opportunities to enforce these rules.
This is achieved by expanding the number of policy
decision and enforcement points across key areas of
the defense-in-depth model and leveraging both new
and existing cyber capabilities to challenge subject
and data movement. This approach will more
effectively mitigate the risk of successful data
breaches and limit internal lateral movement as a
result of internal compromise. Our approach is also
effective across any type of system boundary, whether
it is on-premise, hybrid, or native cloud.

Zero Trust is designed to protect modern digital environments by
leveraging network segmentation, preventing lateral movement,
adding layer 7 threat prevention, and simplifying user access
control.



RESULTS
Zero Trust requires designing a simpler and more secure architecture
without impeding operations or compromising security. Criterion’s
approach to a Zero Trust model allows for the principle, “never trust
and always verify access,” while ensuring user-access control. It
reduces the component access to the data by leveraging network
sensor platforms and network segmentation, constrains lateral
network movement by implementing security devices, enhances
threat/vulnerability prevention, and implements security protection
strategies.

Adopting Criterion’s approach to Zero Trust ensures your organization
realizes the core benefit of this approach, which is to reduce
uncertainties around authorization decisions. This ensures verifiable
user-access control and more effective incident response activities for
data owners and net defenders alike.

ABOUT CRITERION SYSTEMS, INC.
Criterion Systems, Inc. (Criterion) is a systems integrator and cyber operations-focused company. Since 2005,
Criterion has provided cybersecurity, cloud/data center management, IT infrastructure operations, and systems
engineering for our nation’s mission-critical environments across the Federal Government. For these agencies, we
provide classified network and information-security operations, cyber defense and Risk Management Framework
(RMF) services, and advanced data analytics. Criterion has achieved Capability Maturity Model Integration (CMMI)-
DEV and CMMI-SVC Level 3 ratings and has been certified against ISO 9001:2015 Quality Management Systems,
ISO/IEC 27001:2013 Information Security Management Systems, and ISO/IEC 20000-1:2018 Information Technology
– Service Management Systems by G-CERTI Co., Ltd. Criterion is headquartered in Vienna, VA, with sites across the
United States.

ZERO TRUST APPROACH 
BENEFITS

 Improves organizational security 
posture

 Enhances threat/vulnerability 
prevention

 Reduces authorization 
uncertainties

 Ensures user-access control
 Provides more effective incident 

response

INNOVATION PARTNERS
Key partnerships with universities and industry serve to facilitate innovation, enabling us to leverage the best
technologies and solutions. We enhance our strategic relationships by providing the infrastructure to test, integrate,
and deploy new products. For our Zero Trust Approach, we are working with ID DataWeb to integrate their Attribute
Exchange Network (AXN™) platform that ties identity verification, multi-factor authentication, and login services
together through a single cloud interface. We also provide the facilities necessary to train and certify our engineers
and to build deep domain expertise across multiple product categories.

CRITERION ADVANTAGE
Criterion continuously evolves our capabilities, allowing us to help our clients deliver business value and drive total
cost of ownership lower. For example, in our Zero Trust Approach, we take full advantage of our Cybersecurity
Operations Maturity Model (COMM) and supporting tool, CyberScale®, a U.S. patent-pending compliance and risk
solution, to provide a structured manner to manage and enhance the efficiency and effectiveness of organizational
Cybersecurity and Privacy (CS&P) programs and security operations centers (SOCs). Used together, COMM and
CyberScale® help customers build, adapt, and implement flexible roadmaps to continuously improve their CS&P
program and operations by supporting the transition from a compliance model to a risk management model while
improving cyber resilience capabilities.
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