
 

 

Featured Opportunities 
Criterion is currently looking for motivated individuals to join our team. Below is a snapshot of some ALTESS-related 

positions. Please visit www.criterion-sys.com/careers for more information. 

Senior UNIX 
Systems 
Engineer 

 8+ years of experience as a Unix Systems Administrator or Engineer 
 3+ years of experience with SELinux and automating assigned tasks 
 5+ years of experience working in an environment with complex networking while demonstrating experience using VLANs, 

troubleshooting tools such as ip, netstat, ss, and telnet as well as how to harden a system using firewalld/iptables and 
hosts.allow 

 3+ years of experience supporting cybersecurity patch management and Security Technical Implementation Guides (STIG), 
Security Requirement Guides (SRG), Risk Management Framework (RMF), Security Control Assessor-Validator (SCA-V), and 
Command Cyber Readiness Inspections (CCRI) 

 3+ years of experience configuring and maintaining key services such as DNS, SFTP, SMTP, and NTP 
 Bachelor's degree in computer science or equivalent 
 DoD Secret security clearance 

Senior 
Windows 
Administrator 

 8+ years of experience as a Windows Systems Administrator or Engineer 
 3+ years of experience automating assigned tasks utilizing powershell 
 5+ years of experience working in an environment with complex networking solutions with senior level fundamental 

knowledge in networking principles (TCP/IP, DNS, DHCP, SMTP, SNMP) 
 5+ years of experience creating and managing complex Microsoft Group Policy implementations 
 3+ years of experience supporting cybersecurity patch management and Security Technical Implementation Guides (STIG), 

Security Requirement Guides (SRG), Risk Management Framework (RMF), Security Control Assessor-Validator (SCA-V), and 
Command Cyber Readiness Inspections (CCRI) 

 Bachelor's degree in computer science or equivalent 
 DoD Secret security clearance 

Senior Backup 
Administrator 

 5+ years of experience with Veritas NetBackup, MS-Windows, Solaris, and RHEL/OEL Linux environments 
 5+ years of experience creating, maintaining, following Standard Operating Procedures for repeatable processes, disaster 

recovery, and common problem resolution 
 3+ years of experience supporting cybersecurity patch management and Security Technical Implementation Guides (STIG), 

Security Requirement Guides (SRG), Risk Management Framework (RMF), Security Control Assessor-Validator (SCA-V), and 
Command Cyber Readiness Inspections (CCRI) 

 2+ years of experience with VMWare 6.x or greater and network communication (IP based) 
 Installation and configuration experience with Windows Server 2016, Solaris 11, RedHat Enterprise Linux 7, and higher 
 Experience with both Windows Powershell and Bash shell scripting; strong CLI skills; experience with SAN and FC networks; 

strong understanding of TCP/IP communications 
 Bachelor's degree in computer science or equivalent 
 DoD Secret security clearance 
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Network 
Administrator - 
Firewall 

 5+ years of experience designing, implementing, documenting, and maintaining complex networking solutions;  
configuring, updating, maintaining, administering, and migrating Palo Alto Firewalls 

 5+ years of experience with network management, analysis, and troubleshooting tools such as SolarWinds, Cisco Prime, 
Palo Alto Panorama, Men and Mice, etc.; automation and scripting with Python, Pearl, TCL, or Ansible 

 5+ years of experience configuring, updating, maintaining, and administering the following Cisco technologies: Cisco 
Nexus (9K, 7K, 5K, and 2K), Cisco Catalyst switches, Cisco ASR and ISR routers, and Cisco Firepower 

 5+ years of experience supporting cybersecurity patch management and Security Technical Implementation Guides 
(STIG), Security Requirement Guides (SRG), Risk Management Framework (RMF), Security Control Assessor-Validator 
(SCA-V), and Command Cyber Readiness Inspections (CCRI) 

 3+ years of experience or working knowledge of Software Defined Networking 
 Bachelor's degree in computer science or equivalent 
 DoD Secret security clearance 

Cloud Engineer 
(Software 
Engineer) 

 Mid- to senior-level cloud engineer experience 
 Security+ (or equivalent IA cert) and computing environment certification (i.e. MCSD Azure Solutions Architect, AWS 

Certified Solutions Architect, etc.) 
 Experience managing multiple large-scale projects, automating routine administrative tasks, and migrating on-premise 

applications to the cloud 
 Strong experience with IPSEC/VPN, and other secure transport technologies as well as BGP 
 Strong knowledge of automation concepts, tools, and scripting languages (Ansible, Terraform, Python, Powershell, Bash, 

Puppet, Chef, etc.) and working knowledge of code repositories tools such as Git 
 Working knowledge of DoD STIGs, IA Vulnerability Management (IAVM), and Continuous Integration/Continuous Delivery 

pipeline experience such as Jenkins, Travis CI, AWS CodeDeploy 
 Bachelor's degree in a technical discipline 

Information 
Systems Security 
Technician 

 DoD 8570.1M IAM level 1 (i.e., CompTIA Security+)  
 Must possess both Baseline certification and Computing Environment as defined in DoD Instruction 8570.1M. For 

ALTESS environment this can include CompTIA Server+, Microsoft, RedHat, or Solaris professional certifications. 
 DoD Security clearance 

Cybersecurity 
Technician II – 
Computer 
Incident 
Response Team 

 At least 4 years of experience in cybersecurity (Information Assurance) 
 DoD 8570.1M IAM level 2 (i.e., CISSP)  
 Must possess both Baseline certification and Computing Environment as defined in DoD Instruction 8570.1M. For 

ALTESS environment this can include CompTIA Server+, Microsoft, RedHat, or Solaris professional certifications. 
 DoD Security clearance 

Cybersecurity 
Technician II – 
CyberNetDefense 
(CND) 

 At least 4 years of experience in cybersecurity (Information Assurance) 
 DoD 8570.1M IAM level 2 (i.e., CISSP)  
 Must possess both Baseline certification and Computing Environment as defined in DoD Instruction 8570.1M. For 

ALTESS environment this can include CompTIA Server+, Microsoft, RedHat, or Solaris professional certifications. 
 DoD Security clearance 

 


